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£ About the Speakers

: Michael Vigue
Craig Jeffery, CCM, FLMI
Founder & Managing Partner VP Product Strategy, Cyber Fraud &

Strategic Treasurer R/sk.Management _
Bottomline Technologies

Strategic Treasurer is a consulting firm advising on Bottomline Technologies (NASDAQ: EPAY) helps
treasury, financial risk and risk technology issues. Their businesses pay and get paid. Businesses and banks rely on
seasoned treasury consultants efficiently work alongside Bottomline for domestic and international payments,
financial executives in treasury, finance, and other related effective cash management tools, automated workflows for
areas within corporate, government, education, and not- payment processing and bill review and state of the art
for-profit entities. fraud detection, behavioral analytics and regulatory

Advise Inform compliance.

«  Treasury Technology * Industry Surveys

«  Working Capital Optimization * AnalystReports

«  Treasury Security * Benchmarking

«  Financial Risk Management * Whitepapers

«  Compliance * Webinars

e BankConnectiity &Onboarding ~ * E-BOOKS
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& Survey Background

e Second annual
survey

330 respondents

e Ran from 12/20/16
to 3/3/17
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What is your organization’s industry?

Other (Please Specify)

Service Industry

Construction

Healthcare / Hospital / Health Services
Business Services / Legal / Consulting
Retail / Wholesale /Distribution
Nonprofit

= 12%
. 1%

I 2%

I 5%

I 4%

I 7%

I 3%

Manufacturing

I 16%

Information Technology

Hospitality / Travel / Transportation
Government

Energy / Utility / Petroleum
Communications / Media /Information
Financial Technology Provider
Financial Services (non-banking, non-
Insurance

Academic (schools, universities)
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£ Main Takeaway

Fraud is Rising,

Crime Still Pays,

& Firms Must Act.
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£ What has changed then?

2016
Crime is on the rise as the

potential for criminal returns
are higher than ever.

1000 x1 000

SYSTEM FRAUD

900 Typical Payout Range:
o $ 110w+
700

WIRE (BEC) FRAUD
600 ‘ 4

Typical Payout Range:
500

$ K+
400
o CHECK FRAUD
200 Typical Payout Range:
o x100 s P2k
0
The above values are taken from calculations
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Banking Data and Strategic Treasurer est

2017
The threat of financial loss and
reputational damage is growing
exponentially due to

increased frequency and new
methods of fraud.

What's Become More Successful? Criminals.
At almost double the success!

System-Oriented BEC-Oriented BEC/Impostor Check Forgery
Wire Fraud Wire Fraud Fraud

W Successes Attempts
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£ Quick Facts

o'

86% of corporates
experienced some sort
of fraud in the past two

years
(ransomware, cyber fraud, payment
fraud, BEC)

4

27% of firms test their
employees with fake
phishing emails
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8‘8

81% of fraud was
perpetrated by external,

non-employee sources
(up from 59% in 2016)

37% of firms reconcile
less than half of their
bank accounts daily
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& Corporate Fraud Experience

Overall Fraud Experience

mYes m No/Unsure
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Break-down of Fraud Experience

80% 76%
70%
62%
60%
U 45%
40%
30%
20%
10% 7%
B Ransomware M Cyber Fraud ® Payment Fraud BEC
86% Of corporates have
experienced at least one .
i type of fraud e Bo“omlme
yp N Technologies.
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& Sources Shift as External Dangers Dominate

Outside sources of
fraud have

skyrocketed.
Fraud from current /
former employees
has diminished.
Potential causes for
this could be due to
the significant
increase in BEC as
well as other types of
fraud.
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From which party did you experience fraud? (Select all that apply)

26%
Internal - Current Employee b
14%
External - Former Employee = 0
o |

External - Non-employee 5% m 2016
81%
m 2017
0,
Unknown Source B
21%

Other - 1%

— -17%

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
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[ Easy Target: Money in Motion

Has your company experienced any payment fraud
attempts in the last 12 months?

The funds transfer process is an easy

target due to the fact that any area

of a business where funds change

hands represents a major exposure
point.

mYes mNo mUnsure

Bottomline
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& Check Fraud: Still a Major Contender

Even as the use of
checks has decreased,
check fraud still remains
one of the highest forms
of fraud experienced by
corporates.

With a success rate of
almost 1in 9, this is still
a high risk target for all
corporates to be
aware of.
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Have you experienced any of the following in the past 2 years? (select all

that apply)

Check forgery attempt(s)
Check forgery loss(es)

Check conversion fraud attempt(s)

Check conversion fraud loss(es)

S  45%
I 5%
I 14%

H 2%

ACH fraud attempt(s)
ACH fraud loss(es)
Card (PCard) losses

Card (T&E) losses

Wire fraud attempt(s) - system oriented

Wire fraud loss(es) - system oriented

Wire fraud attempt(s) - man in the middle, social
Wire fraud loss(es) - man in the middle, social
Ransomware

None of the above

Other (Please Specify)
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Bl 3%
I 6%
I 5%
I 7%
Bl 3%
... | —— 37%
... I 9%
I 5%
I 22%
N 4%
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A Corporate Business Email Compromise

Has your organization experienced any type of
impostor fraud / business email compromise
attempts or otherwise in the past two years?

7?%
80% | |
70% 67%
15% of firms targeted lost money 60%
(up from 8% in 2016) 50%
40%
0 30%
Of those who suffered a loss, 11% .
then terminated an employee 6 " =
o B B[ = N
No attempts.  Some Yes, we Yes, we Unsure
attempts, no suffered aj suffered a
success. loss. loss. At least
one person
was
terminated
or let go.
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& A New Type of Attack

Has your organization experienced a
ransomware or encryption attack in the past
two years?

70%
62%
60%
50%
40%
30%
30%
20%
10% B
0% -
We have experienced a No Unsure
ransomware attack or
attacks

For the ransomware or encryption attack(s) that we
experienced these were the results: (Select all that

apply)

Unsure I 17%

A follow-on attack happened (0%

We had sufficient backups to restore our data from
there

I 39%

We made a payment to get our data | [l 6%

We lost significant data [l 6%
17% lost data

We ended up losing some data I 11%

The attack impacted our server(s) [ 11%

The attack impacted personal computers IR 61%

0% 20% 40% 60%

*Of the 8% who experienced a ransomware attack

The rapid rise in ransomware, including
ransomware as a service, represents a new type
of attack against organizations with costly, time

consuming, and frustrating results.
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& Prevention Practices: A Toss-Up

What controls does your
organization have to prevent
payment fraud? (Select all that

What percentage of your bank accounts
are reconciled on a DAILY basis?

< [ 2pPly)
28% 100% 91%
90% 80% 82%
90/0 70% 0.59%
50%
11%
30%
20%
0

0% — I

ACH / Payee  ACH Debit Segregation Physical Other

90-99% 21% Check Match Block  of Dutiesin  Check
% o .
24% Positive Pay Positive Accounts  Controls

Payment Payable

Increase across the board, especially
R with ACH / Check Positive Pay, ACH Debit
2016 w201y Block, & Segregation of Duties
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A Insufficient Strategies, Insufficient Spend?

Nearly 5x of
corporates plan to
spend more on
prevention,
detection, and
controls compared
to those who will
spend less.
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What are your spending plans for treasury fraud
prevention, detection, and controls?

Spend significantly more. . 4%
— 24% will increase spend

Spend more. _ 20%

Spend about the same.

71%

Spend less than prior years. . 5% 5% will decrease spend

0% 10% 20% 30% 40% 50% 60% 70% 80%
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& Final Thoughts

loday’s criminals are using sophisticated and innovative methods

to defraud companies out of thousands, if not millions, of dollars

and they are willing to wait months or even years to carry out their
schemes.

™ Train your staff for BEC

™ Evaluate your banking relationships
¥ Monitor Anomalous Behavior

P> Outsource Account Management

& Bottomline
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& About the Firms
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Strategic Treasurer was founded in 2004 by Craig Jeffery, a
financial expert and trusted advisor to executive treasury teams since
the early 1980's. Partners and associates of Strategic Treasurer span
the US, the UK, and continental Europe.

._. Craig Jeffery

Managing Partner

Email: craig@strategictreasurer.com
Direct: +1 678.466-2220

Q Atlanta Office

Headquarters
525 Westpark Drive, Suite 130

Peachtree City, GA 30269
Website: strategictreasurer.com
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Bottomline
N7 echnologies.

Bottomline Technologies (NASDAQ: EPAY) helps businesses pay
and get paid. Businesses and banks rely on Bottomline for

domestic and international payments, effective cash
management tools, automated workflows for payment

processing and bill review and state of the art fraud detection,

behavioral analytics and regulatory compliance.

g Michael Vigue
VP Product Strategy, Cyber Fraud
and Risk Management

Email: mvigue@bottomline.com
Direct: +1 603.501.5238

New Hampshire Office
Headquarters

325 Corporate Drive
Portsmouth, NH 03801

Email: info@bottomline.com
Direct: +1 800.243.2528
Website: bottomline.com

Bottomline
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